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Abstract: Network security equipment is crucial to information systems, and a proper evaluation model can ensure 

the quality of network security equipment. However, there is only a few models of comprehensive models nowadays. 

An index system for network security equipment was established and a model based on attack tree with risk fusion 

was proposed to obtain the score of qualitative indices. The proposed model implements attack tree model and con-

trolled interval and memory (CIM) model to solve the problem of quantifying qualitative indices, and thus improves 

the accuracy of the evaluation. 
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1  Introduction 

Various network security equipment such as 
firewalls, intrusion detection systems(IDS), and 
virtual private networks(VPN) have been deployed 
in information systems, to resist different levels and 
forms of network security threats. To ensure the 
quality of network security equipment, a measure of 
its security level must be put forward. However, 
there is only a few models of comprehensive evalu-
ation models for network security equipment. The 
main reason is that there exist unsolved problems, 
including the differences between manufacturers 
and types, in the process of evaluation. 

In 1998, the Lincoln Laboratory of MIT estab-
lished the Lincoln Adaptive Real-time Information 
Assurance Testbed. In the experiment, they gener-
ated attack data and obtained the detection rate and 
false alarm ratio of the IDS. They drew the receiver 
operating characteristic(ROC) curve according to 
the result to evaluate the performance of network 

security equipment[1]. 
In 1999, the US and Canadian government and 

the European Community co-authored the Common 
Criteria of Information Technical Security Evalua-
tion(CC), CC provided a detailed information secu-
rity product metrics that helped developers elimi-
nate security issues throughout the development 
process[2].  

A complete evaluation process requires a com-
prehensive index system, and some efforts have 
been made to build index systems of certain types of 
network security equipment. In those index systems, 
the score of quantitative indices can be obtained 
directly through the experiment, but for the score of 
qualitative indices, evaluation methods are diverse. 
The traditional methods, such as fuzzy comprehen-
sive evaluation(FCE)[3], are subjective and leads to 
the deviation of evaluation results. This paper pro-
posed an evaluation model to measure qualitative 
indices based on attack tree with risk fusion. The 
model is shown in Fig. 1. 
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Due to the complexity of security equipment, 
its evaluation index system has a multi-level struc-
ture. The model establishes the evaluation index 
system by analyzing the external network attacks 
and the security requirements for the equipment. 
The data for quantitative indices are obtained di-
rectly from experiments. As for the qualitative in-
dices, an attack tree is set up for each index [4], the 
risk of each security event is calculated with CIM 
model[5], and the score of the index is obtained from 
the risk of the root node. After calculating the score 
of each index, we use analytic hierarchy process 
(AHP) to obtain the weight of them, and we can get 
the safety level of the equipment with linear 
weighted sum method[6]. This model transforms 
qualitative indices into measurable indices by 
building attack trees, uses CIM model to implement 
the risk fusion and thus reaches a more comprehen-
sive and objective evaluation of network security 
equipment. 

The model aims to solve the problem of quan-
tifying qualitative indices of network security 
equipment and reach a precise evaluation result. 
Based on this model, the paper established an eval-
uation index system of network security equipment, 
introduced attack tree model and CIM model, and 

implemented the model by taking a specific qualita-
tive index as an example. 

2  The index system of network security 
equipment 

A complete index system is the foundation for 
a comprehensive evaluation. According to interna-
tional standard technical requirements for firewall, 
IDS, and VPN, this paper considers five quality 
properties including reliability, security, usability, 
function and performance[7]. Based on these five 
properties, the paper proposed an evaluation index 
system for network security equipment.  

To achieve comprehensive evaluation, we em-
ployed the following rules when choosing indices 
considering the complexity of network security 
equipment. 

1) Every index should be important in its higher 
level property. The indices should reflect the quality 
of systems and have a significant impact on it. 

2) According to the indices' measurability, 
the score of indices should be able to differ from 
different security levels, and can be directly 
measured. According to the two above-mentioned 
rules, we built an evaluation index system as 
shown in Fig. 2. 

 
Fig. 1  Network security equipment evaluation model based on attack tree with risk fusion 
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Some of the indices in the index system are 
explained in detail in the following subsections. 
2.1  Reliability indices 

Reliability indices focus on the ability of the 
equipment to complete the function under specific 
conditions. 

1) Data response. The equipment should have 
the ability to respond in the case of abnormal data. 

2) Workload. This index measures the maxi-
mum capacity of resources an equipment can handle, 
while maintaining detection, alarm, and other main 
functions. 
2.2  Security indices 

Security indices focus on the ability to protect 
the equipment itself from accidents. 

1) Privacy of log records. The equipment 
should only allow authorized users to perform oper-
ations on log records. 

2) Control of data. When the equipment is un-
der attack, it should be able to preserve the saved 
data. 
2.3  Function indices 

Function indices focus on the specific behavior 

the network security equipment implement in the 
maintenance of security. 

1) Global warning. All equipment should work 
together so that once an abnormal event is detected, 
the whole network will receive the signal and block 
the attack event. 

2) Equipment linkage. The system should be 
able to cooperate with other equipment, to adjust 
their configuration automatically. 
2.4  Usability indices 

Usability indices focus on the difficulty of the 
network security equipment to be operated by users. 

Flexible configuration. The equipment should 
be configured flexibly under different security con-
ditions. 
2.5  Performance indices 

Performance indices focus on the performance 
of network security equipment. 

1) False alarm ratio. This index indicates the 
ratio of non-attack operations among all the opera-
tions marked abnormal by equipment. 

2) Detection rate. This index represents the 
fraction of intrusion operations that are detected by 

 
Fig. 2  The index system of network security equipment 
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equipment. 
3) Average detection time. This index measures 

the average time from the detection to the response 
of attacks. 

3  The attack tree model of network security 

The network security equipment evaluation 
index system mentioned in section 2 has both quan-
titative indices and qualitative indices. To imple-
ment the measurement of qualitative indices, we 
need to use uniform evaluation algorithms to 
process the indices. Network security equipment 
serves to defend against attacks. Therefore, we can 
analyze network security equipment’ security level 
from the attackers’ perspective [8]. Accordingly, this 
section introduces the attack tree model to facilitate 
the evaluation of qualitative indices and achieve an 
objective and comprehensive evaluation.  
3.1  The attack tree model 

The attack tree model uses a tree-like structure 
to describe the attacks against a system, and every 
complete attack generally includes a series of single 
attack behaviors. The states of attack can form an 
attack path and multiple attack paths can form an 
attack tree. The attack tree provides a formal and 
methodical approach to describe the security threats 
faced by the system and the possible attacks on the 
system. The root node of the tree indicates the ulti-
mate goal of the attackers, namely the security re-
quirements of network security equipment. The 
sub-goals are represented by child nodes and the 
leaf nodes represent the specific attack methods. 
The attack tree decomposes some possible security 
problems into several specific ones. As a result, 
each security problem’s contribution value is de-
composed into the computation of several specific 
security problems’ contribution values. 
3.2  Establishment of network security equip-

ment’ attack tree 
For network security equipment, we first need 

to determine a security function requirement that 

can be a possible ultimate goal of the external attack 
and use it as the root node of the attack tree. Next, 
possible attack events that are able to achieve the 
goal are analyzed and used as the child nodes of the 
attack tree. The relationship between these child 
nodes are also determined. 

There are two types of child nodes. For nodes 
of type “OR”, any event in its next level occurs will 
make itself occur. On the other hand, to make the 
node of type “AND” to occur, all the events of its 
next level should occur. We use the same approach 
to analyze all the child nodes until all the leaf nodes 
are events raised by attackers. A simple attack tree is 
shown in Fig. 3. 

 
Fig. 3  A simple attack tree 

3.3  Risk contribution value of atom events 
The risk value of each security event in the at-

tack tree depends on its sub-events’ risk contribution 
value. Experts are given questionnaires to evaluate 
every leaf node’s atom event’s risk contribution 
value. The probability distribution of each atom 
event’s risk contribution value can be computed by 
equation (1). 

 i
i

NP
N

=  (1) 

where N is the number of experts and Ni is the 
number of experts who rank the event’s risk contri-
bution value as level i.  
3.4  The attack tree model and the information 

security index system 
The root node of the attack tree corresponds to 
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a qualitative index in the information security index 
system. The attack tree model is used to quantify the 
index’s risk contribution value and obtain the score 
of the qualitative index. We define the information 
security score using equation (2). 

 Si=1-ri (2) 

Where ri is the risk contribution value of the event 
in the root node. 

4  The CIM model of network security events 

In attack tree model, every security event’s risk 
value is determined by its sub-events’ risk values. 
The computation approaches are different for dif-
ferent kinds of nodes. This section introduced CIM 
models to help calculate the fused risk value. 
4.1  The CIM model 

The CIM model was proposed by Chapman 
and Cooper in 1983. It is an effective approach to 
calculating fused probability distribution. Histo-
grams having intervals with the same width are used 
in the CIM model to represent the probability dis-
tribution of a variable. The CIM model selects dif-
ferent response model to fuse risk probability ac-
cording to the relationship between events and thus 
achieve the information security evaluation of the 
whole system. 

The understanding of the CIM model can be 
carried out from two aspects: “control interval” and 
“memory”. 
4.1.1  Control interval 

The CIM model utilizes small intervals with 
the same width in place of risk distribution curves. 
To increase precision, the interval can be shrunk to 
make the description more accurate. It simplifies the 
calculation of risk fusion. 
4.1.2  Memory 

After the risk interval distribution of each se-
curity event is determined, the risk probability 
should be fused according to different response 
models. The series model is used in the situation 
where an event will only occur when the two events 

in its next level both occur. The parallel model is 
used in the situation where an event will occur when 
either event occurs in its next level. Whatever model 
is used, when fusing multiple events, the first two 
events are fused and the result is fused with the third, 
etc [9]. 
4.2  The CIM series model 

In the series model, the events of a higher level 
will be at risk only when all events of the next level 
are at risk.  This scenario corresponds to the nodes 
of type “AND” in an attack tree. If series model is 
used when fusing risk probability of event D1 and 
D2, the result can be computed using equation (3). 

1 1 2 1
1

( ) ( ) ( )
n

i i i i i
i

P D d P D d P D d d
=

= = = = −∑  (3) 

Where di=d1i+d2j,i=1,2,…,n; j=i=1,2,…,n, di is the 
median of risk interval and n is the number of 
groups. 
4.3  The CIM parallel model 

In the parallel model, the probability of each 
event is independent of each other and any event 
being at risk leads to the events of the higher level 
at risk. The nodes of type “OR” in an attack tree 
corresponds to this scenario. The formula used to fuse 
risk probability of event D1 and D2 is equation (4). 

1 2 1 2
1 1

( ) ( , ) ( , )
n n

i i i i i i
i i

P D d P D d D d P D d D d
= =

= = = + < =∑ ∑≤

  (4) 

Where di is the risk interval’s median and n is the 
number of groups. 

5  The measurement of qualitative index 
using attack tree with risk fusion 

5.1  The establishment of attack tree   
We take reliability index data response as an 

example to show how the IDS’s data response index 
is evaluated. Intrusion detection can be categorized 
into anomaly intrusion detection and misuse intru-
sion detection and they use anomaly detection and 
feature detection respectively[10]. After analyzing the 
security threats, IDSs’ weakness and the service 
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failure issue caused by them, we establish the attack 
tree as shown in Fig. 4.  
5.2  Computation of the security events’ risk 

contribution values 
To introduce the approach to computing risk 

distribution, we choose B3 as an example. 
5.2.1  Results of C1～C4 

Each event’s risk contribution value was di-
vided into 9 intervals from 0.05 to 0.95. According 
to the experts’ evaluations of 4 atom events C1～C4, 
we calculated the risk distribution Pi,j of atom 
event Ci. The risk distributions of atom events was 
shown in Table 1. 

Since C1～C4 are connected to a node of type 
“OR”, their probabilities of occurring are indepen-
dent of each other and the occurrence of any event 

will result in the occurrence of B3. Therefore, we 
used the parallel model to calculate B3’s risk con-
tribution value. 
5.2.2  Result of B3 

B3 has four sub-events that are connected by 
“OR” relationship. We first used the parallel model 
to calculate C1 and C2’s fusion result and it is 
shown in Table 2. 

Similarly, we fused C3 and C4 with the result 
in turn and event B3’s risk distribution is shown in 
Table 3. 

Instead of the naive sum of all the probability 
of the same interval, CIM’s parallel model’s com-
putation of security events’ risk contribution value is 
a fusion with memory. The risk distribution of B3 
and C1～C4 is shown in Fig. 5. 

 
Fig. 4  The attack tree corresponding to data response index 

Table 1 The risk distributions of atom events 

Event 
Risk interval 

0.05～0.15 0.15～0.25 0.25～0.35 0.35～0.45 0.45～0.55 

C1 1
1 0

 2
1 0

 4
1 0

 2
1 0

 1
1 0

 

C2 
1

1 0
 1

1 0
 2

1 0
 3

1 0
 3

1 0
 

C3 3
1 0

 4
1 0

 2
1 0

 1
1 0

 0 

C4 1
1 0

 1
1 0

 5
1 0

 3
1 0

 0 
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Table 3  The risk distribution of event B3 

Risk  Interval Risk distribution 

0.05～0.15 0.000 3 

0.15～0.25 0.008 1 

0.25～0.35 0.168 

0.35～0.45 0.453 6 

0.45～0.55 0.37 

 
Fig. 5  Accumulation of atom events using parallel model 

Calculated using the midpoint of each risk in-
terval, C3’s expected risk contribution value is 
0.436 07. 
5.2.3  The risk distribution of root node 

Similarly, we obtained the risk distribution of 
event A and the result is shown in Table 4. 

Event A’s expected risk contribution value is 

0.708 8. We then got the score of network security 
equipment’s data response index according to equ-
ation (2). 

Table 4 The risk distribution of event A 

Interval’s midpoint Interval’s probability 

0.1 0 

0.2 0 

0.3 0.001 

0.4 0.012 

0.5 0.089 

0.6 0.247 

0.7 0.255 

0.8 0.239 

0.9 0.157 

6  Conclusion and future work 

At present, there is only a few evaluation 
models for the quality of network security equip-
ment. This paper established the index system of 
quality of security from the aspects of function, 
performance, reliability, usability and security. In 
addition, having noticed the shortage in subjective 
evaluation method, we improved the evaluation 
model by evaluating the qualitative index with the 
help of risk contribution value. This model reduces 
the subjective factors and makes the results more 
reliable.  

After the computation of the score of each in-
dex, methods like AHP can be used to obtain the 

Table 2 Fusion of the risk of C1 and C2 using parallel model 

Risk Interval Risk Distribution 

0.05～0.15 1 1 0.01
10 10

× =  

0.15～0.25 
2 1 1 1 1 0.05

10 10 10 10 10
  × + + × =  
  

 

0.25～0.35 
4 1 1 2 2 1 2 0.22

10 10 10 10 10 10 10
    × + + + × + =    
    

 

0.35～0.45 
2 1 1 2 3 3 1 2 4 0.35

10 10 10 10 10 10 10 10 10
    × + + + + × + + =    
    

 

0.45～0.55 
1 1 1 2 4 3 3 1 2 4 2 0.37

10 10 10 10 10 10 10 10 10 10 10
    × + + + + + × + + + =    
    

 

00183-7 



第 7 期 CHENG Ran, et al：Network security equipment evaluation based on attack tree with risk fusion ·77· 

 

weight of each index, and linear weighted sum me-
thod can be employed to get the security level of 
network security equipment. In the future, we will 
carry out research on the calculation of index 
weight.  
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